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Abstract

This paper presents a design and development of a Global System for Mobile
Communication (GSM) Phone Jammer. It is developed for the purpose of neutralizing
network signal from GSM network.

The developed circuit of the GSM Phone Jammer consist of power supply stage,
the signal generation stage, the radiofrequency tuned inductance capacitance oscillator
stage and the radiofrequency amplifier stage. The developed circuit was realized by the
use of a high frequency transistor in designing the radiofrequency (RF) tuned
inductance capacitance (LC) oscillator that generates GSM band carrier frequency
modulated with noise. The modulated carrier wave/frequency (jammer signal) is
amplified by an external antenna that transmits the modulated wave into space.

The circuit was designed, constructed, tested and found to perform satisfactorily
as it was able to jam four GSM networks of MTN, Airtel, Etisalat and Globacom. The
circuit cost was N5,500 which is reasonably not very expensive to afford.
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1.0  Justification for the Work

The GSM phone is one of the most successful trarescenit with its many capacity including interngéb browsers, digital
filming and recording, camera, radio, televisiog.efhe advantage of GSM phones cannot be overelapgdabut its
indiscriminate use has made it to constitute aamas.

In hospital theatres where GSM phone should natdeel because the signal may interfere with the cakdguipment in the
hospital which can lead to serious complicationcharches, schools, meetings, banks, law courgriis etc where outmost
silence is needed, GSM phone can cause distradiltese conditions led to the design and developmiatGSM phone
jammer.

1.1 Introduction

Since the early 1980’s when the first cell phones wlaveloped and marketed by Motorola CorporatioBAUThe
advancement of it has moved from 1G to 3G. The phavailable nowadays have higher efficiency thweair tprevious
counterpart[1,2].

In the same bandwidth, the frequency are alloctieglach other (channel multiplexing) with channavihg its own
frequency but within the allocated frequency randRadios, television sets, microwave communicatisatellite
communication have their own frequency range. Tl thigh frequency (UHF) used by television is RMrz-900MHz
while GSM phones operate within a frequency ban@i0®MHz-1.8GHz[3,4].

The GSM phone jammer is a circuit that jams or kdoihe incoming frequency from the network operatw that the
users phone cannot have network signal in the ityoam range of the jammer signal.

To jam GSM phone signal, the frequency of operatiball the mobile network must be noted. In Nigethe frequency
range is from 900MHz-1.8GHz. Within this range tdduency, channel allocation (specific frequensyassigned to the
network operators by the Nigerian Communication @assion (NCC)[5]. Each Network operator such as, @tsalat,
MTN, Airtel etc are allocated different frequenagtiveen 900MHz-1.8Gz.
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To jam the signal from a network, the jamming fregey oscillator must be able to produce a tunatdguiency
between 900MHz-1.8GHz and can deliver a power 6h80 to 1 watt. The jammer carrier frequency is nathd by noise
of a sweeping frequency from 1-500KHz. Since seiitsitis to pick the strongest signal irrespectofeNetwork, it will tend
to pick the generated false signal instead of thevdrk signal.

There are two method of designing a jammer cirduit fist is the use of a Radio Frequency Voltagatfl Oscillator
(RFVCO) where the noise voltage is carried to betdarrier frequency. The other method is the dse ligh frequency
transistor about 2GHz rating in designing capacit@) tuned circuit. This second method was usetthiswork[6-8].

1.2 Previous Work

Dual Band mobile jammer for GSM 900 and 1800 wasdized at the Department of Electrical Engineeridordan
University, Jordan. This work was realized usinffedent blocks of (i) noise generator (ii) noise @ifier (iii) negative
voltage generator (iv) balance modulator (v) misiecuit (vi) voltage control oscillator (vii) RF gutifier module[9].

This work is not very efficient because

(i) The power of the RF module and the voltage cowmisolllator is fixed

(i) The inductance capacitance (LC) oscillator usedhin voltage control oscillator cannot generate mhifher
frequency. These inefficiency was addressed invauk

2.0  Design Consideration and Analysis
The design of the circuit is in four stages which a

(@ the power supply stage. This include voltage reguldow pass filter and bias resistor to the ligimitting
diode

(i) The signal generator: This include the square vg@veerator and noise generator

(iii) The radiofrequency (RF) Oscillator: This include feedback capacitor and decoupling capacitor

(iv) The radiofrequency (RF) amplifier

2.1 Power Supply Stage
The power supply unit consist of a 12 volts reguiéd maintain a voltage supply to the circuit. Ti#volts consist of 8
x 1.5 volts dry cell battery connected in seriegeb12 volts.

2.11 Voltage Regulator
LM317T adjustable voltage regulator was used taiold constant voltage supply to the circuit.
The output voltage is given by

R
Vout = Vryer (1 + R_j) - - - - - - (2.0)
Where R is the unknown resistor
R,= 22 standard

Vet = 1.25v0lt reference voltage
Vot = required output voltage

R,
Voue = 1.25 (1 + R—)

1

Vou
R, = (Tzé—l)Rl - - - - - - - (1.1)
With Vout = 9 volts, R=22M@
Ry = (= —1) x220 = 136410

R2= 1.5KQ was used as it is the nearest preferred value
2.12 Low Pass Filter

In transmitter design it is necessary to introdachiter in the power line to prevent the powernfreadio frequency
interference (RFI).
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Figure 1: An LC Pass Filter
L is known as RFI coil. It can be coil wound or wadled on a ferrite co
From the low pass filter analysis

L T
Where { is the cut off frequency of the filt

In design § <<< fygnal
fsignariS the highest signal produced by the signal geoe
Fsignai= 50KHz (modulating)

For low pass design, £ 30%f;gnal = {% x50 }KHz = 15KHz
The equation for radifrequency interferen
1
L= {m} ) ) ) ) ) ) ) ) (2.2)

C is assumed to be 0.Qff1
1

= =112.5mk
4 x (3.142)? x (15 x 103) x 0.001 x 10
The current rating of L should be able to withstémel short circuit of LM317T which is 1.5An
L=112.5mH

2.13 Light Emitting Diode BIAS
Light emitting diode is a visual indicator to indie that power is flowing to the circuit. For pieat purpose th
reference diode voltage drop is 0.6 volts.

w0 ey

v
From ohms law (1 = E)
Where }is the maximum current the diode can har

Iimax = 25mMA {manufacturer specificatio
lmin = 20%kmax —---- depending on the intensity of the b

L =% x 25 = 5mA
Since | flows through Rep (series connectio

9-0.6
Rll = { SmA } = 1.68kQ

Ri11 = 1.5KQ was used as the nearest preferred

3.0  Signal Generation
The section consist of two signal generators, agndycing a square wave and the other produce weatelbes not hav
a constant amplitude.

3.1 Square Wave Generator
The 555 timer was used in the generation of tharsqwave. For perfect square wave generation we;
T = 14.553RC, - - - - - - - (2.4)
1
T=2 - - - - - - - - (2.5)
F= % - - - - - - - - (2.6)
F = 50KHz (chosen)
1
T = {m} = 0.00002 sec

0.00002 = 14.553%
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0.00002
37 {14.553(]}
C, =100 x 10*
2x1075
Ry = {14.553 x 100 x 1012 } R3~13.742k0

Rs = 12kQ was used as it is the nearest preferred value
R; = 10R = 120kQ
R, = 2002 was used because it is readily available

3.2 Noise Generator
The noise generator is designed using zener diodeverse bias mode.
V, = 6.8volt (specified by manufacturer)
P, = 500mw (specified by manufacturer)
=7
P;
F {VZ }Max 2.7)
I,=73.53mA

From max rating = 73.53mA

To bias a zener, 10% of its current rated capésitsged.

Laniny = 10%I 4140y - - - - - - (2.8)
Iz(min) = 7.353mA

VCC—Vy

Rs = { I }
(Rs is in series with V,)
Rs = { 068 } = 299.190

>~ 7353m4) '

Rs = 33M2 nearest preferred value

The decoupling capacitor C5 is removed and is tgambuple the noise generated (avalanche noisejadtie reverse
pn junction into pin 5 of IC2.

4.0 RF Oscillator
RF oscillator was use to generate the GSM bandecdrequency. The RF oscillator use the more stalil parallel
tuned circuit. The circuit is

Josc = {ﬁ} - - - - - - - (2.9)

From GSM frequencyyf.= 900MHz — 1.8GHz

For a frequency of 1.8GHz, the winding afwould prove difficult. So Lis fixed while G is computed for.
Choosing k= 3.3nH

C7 =7?

F=1.8GHz

Equation (2.9) reduces to

1

¢ = {4n2 fo'ch}

C. = (1;:10")2

77 4m2(1.8)2x3.3x 1079
For maximum turning of the capacitor, f = 900MHz
(1x1076)2

& = X (B14D2x 0002 x33x 10 ~ 47Pf

C; is choosing to have a variable to capacitance 0.

= 2.34pf.This is the minum turning of the value of the capacitor.

4.1 Choice of Transistor

Since the range of operation is in Gigahertz, lasistor transmitting above 1.8GHz should be useel ct\ose C2570 as
the transistor of the RF oscillator and BFQ34 aspgbwer amplifier (RF).

The following data were chosen

F = 5GHz

Ic(max)= 70mA

Vgg = 0.3volt
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Pw(max) = 0.600watt

Hfe = 40mins

Collector emitter voltage = 12v

Collector base voltage = 25v

From the parameter above the device has a powkbwiatt and maximum current of 70mA.

Peused)= 40% Rhax - - - - - - - (2.10)
P. = {ﬂ 06}

¢~ 100 * ™

= 0.24watts

Since power =\ - - - - - - - (2.12)
IVee=Pe - - - - - - - - (2.12)

Also IcVcc = Pc (an estimate to obtaig)l

I. = {i} = {%} = 26.67mA. This is the value for the collector current
Vee 9

For maximum biasgl=0.1%
oriy = {-=
B {hfe}min

Solving for both,

Ig = 2.267mA (maximum bias condition)

Ig = 0.667mA (using hfe minimum)

The secondglensures low power wastage at the base. Hence,
Ig(used) = 0.667mMA

From h parameters of transistor

Ig = IgB - - - - - - - - (2.13)
le=lc+lg - - - - - - - - (2.14)
IE = Ic, IC >>> IB - - - - - - (215)
Vg = Vee + Ve - - - - - - - (2.16)
To bias a transistoly = chc

Vee = 9volt

1 9
VE = ZVCC = Z = 2.25v

Vce=9-2.25=6.75v

Power dissipated on the collector is given as

P = {I.Veg}- B - - B B B B (2.17)

=26.67TMA X 6.75

= 180mw

Vs = Vee + Ve

=0.3+225

Vge = 0.3 (data sheet)[10]

VBB = 2.55volt

Vee = Vee— Ves - - - - - - - (2.18)

=9-255

VCB = 6.45volt

I;=0.1k

[;=0.1x26.67mA =2.667mA

|2 = |1 - lB - - -

I, =(2.667 — 0.667)MA =2mA

From ohms law, V = IR - - - - - - (2.20)
Ves 6.45

R6 = {T} = {—266} = 2418k
Rs = 2.710Qnearest preferred value

v, 255
R, = {ﬂ} = = 1270

- - - - - (2.19)

L) 2mA
R, = 1.2KOQnearest preferred value
re= {1}
E — IE
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_ { 2.25 }

~ 26.67mA

R = 840

Ry = 87 nearest preferred value

4.2 Feedback Capacitor
The feedback capacitor provide positive (+ve) femttbto cause the entire circuit to become unstabte. high
frequency oscillator operating in GHz, the impedafreactive capacitance) between collector andtemig in the range of

40mQ - 50m.
Xe={— - - - - - - - - (2.21)

2nfc

X =
¢ 2x3.142x21x109xC

C., =
? {2x3.142x2x109xXc}

XC = 50
Cy = 1 = 107 =1.591 x 10712
9T 2x3142x2x10°x50 _ |200x3.142] = %

Cy = 1.8pf as nearest preferred value

4.3 Decoupling Capacitor
The decoupling capacitors@rms a filter with R to pass the required chosen frequency.

1 1
{ZnR7CS B Zm/_LC}
This simplifies to

2R, Cy = 2mVLC

RCg =VLC
JVLC

o= {%)
V33x109x10x 10-12

Cg = 0.5uf nearest preferred value

5.0 RF Amplifier
RF amplifies the signal from the LC oscillator dadused to drive the antenna. In this work classoBector fixed
bias is used as an RF amplifier circuit.

IlO = IB + IC - (KCL) - - - - - - (222)
I = O (emitter leg ground)
Vee=Vee Ve=0

For max biasd = 0.1%
Output power, P= {I Vg

Pc=IcVce
Pc = 500mw (chosen design value)
Vce= 9volt

P, 0.5
= (1) - (23 - ssoms
I; = 0.11, = 5.56mA
IB = IC + IB
= (55.6+ 5.56)mA = 61.16mA

Sincel,, flows through R,

Ry = {VCE}— { i } = 1470
07 ) lel.1ema) —
R,, = 150 nearest preferred value

Py = 1120R10 = 0.56watts
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VCE - VBE 9 - 0.6
Rio = { I } {5 56mA
B .
Transformer T1 is non-entreat, a ratio of 3 to Gded for the relay.
The gain of a single transistor is given by:

} = 1510.790

— [RLoad . - - R - - - -
G = {feee (2.23)
Where R,.q = Load Resistor
Re=R. +re - - - - - - - - (2.24)

R. = External Resistor
re = intrinsic resistor and has a value 025

Since R=0
G = {RL"“d} = {150} = 6 (neglecting coil react
=1 7e | = 1255 = (neglecting coil reactance)
For X gain
Rloa Z
e R 229
Where Z =VR? + X - - - - - - (2.26)

Real values 0

Xt = (2nfl)?

Z = 2nfl - - - - - - - - (2.27)
L = inductance,f= oscillator frequency

G = {RLoad+ 21rLAf} _ {150+6.284-LAf} , Af _ f = 2GHz

re re
L =0.01uH
150 + 6.284 x 0.01 x 1076 x 2 x 10°1
G = ~2GHz

25
Since the frequency is tunable, the ac gain varies.

6.0 Principle of Operation

When the SW1 is closed, current flows into the uwitr¢o 1C; and through R. R;; bias LED (Red) to come on. {C
generate a stabilize 9volt with the help gfdd R. Capacitor ¢ decouples the power supply source and makeshilesta
The output voltage is feed via an LC low pas fikgrand G is to remove (block) radio frequency interferefRé&l) from
reaching the battery which would seriously damger tircuit. The stabilize 9volt is used to feed (BIE555), the RF
oscillator and RF Amplifier stage. At turn on, teB5 timer produces a square wave pulse (frequenitir)the aid of its
external component ) R, and G. The timer operating in the stable mode generateBequency given byf =

— 1 The frequency can be varied by the 2@D&im pot. Pin 5 which is the control, voltage eefl from a fif
0.693 (R3+ 2R4)C

coupling capacitor at the output of 6.8volt zenmskfrom the positive supply. The reverse biashef zener in the knee
region by R causes the zener to generate an inter noise @aldnche noise. This noise does not have a firgalitude or
frequency. The output of the zener diode is usadddulate the square wave generated by the IC

The output of IG which is a varying pulse width, is blocked by ceifm G; to prevent the DC component from reaching
the oscillator circuit. The output pulse frorg iI§ used to modulate the carrier wave generatetthdd¥) action. Q is a high
frequency transistor operating in the cut off motlee LC parallel tuned circuit at the collectoratetines the frequency of

operation. The inductor,land trim pot capacitor £help to set the frequency. The frequency is giaefi = p— The
247

frequency of the tuned LC parallel circuit can laied by turning & Capacitor C9 provide positive feedback to ensure
continue oscillation. While  R; and R set the operating point of,@n the cut-off region. The output of the modulated
carrier wave is coupled to the RF amplifier stage Gio. This ensures that the oscillator is not dampdt RF amplifier
operating a class “A” collector fixed base bias &figp consist of B, Rjpand T1. T1 is an intermediate frequency coil (IF)
use to couple the output signal to the externatéramd. The IF coil can be turned by a ferrite beedhatch the antenna
impedance to that of the RF amplifier circuit. Tdrgenna transmit the modulated carrier wave inéesp
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7.0  Construction

After design analysis, the value obtained (negpesferred value) were sourced from the electrotoces locally. The
components were physically tested to ensue thgtahein good condition using digital multimetehelpower section was
built directly on a vero board while the signal geator was tested on breadboard (testing boardydé&fansferring to vero
board using 60 watts soldering iron. The transmited amplifier (RF) was soldered last. The solugras neat as the strip
copper introduces capacitance into the RF circliite strip that are not used was carefully remowededuce board
capacitance. The RF section was covered with fggnfismaday shield to prevent external frequencyrfatang with the
circuit.

7.1 Installation

After the construction of the casing the dimensiamse brought together using exposy resin and sgloer. Drilling
machine was used to drill hole for the housingh&f power indicator, antenna, and the ON/OFF swif¢te circuit board
was lifted off the ground to reduce capacitancevbeh the RF section and the floor of the casing. difcuit was suspended
using nuts and bolt to fasten it into position.

7.2 Testing
Testing was carried out after installation to emstirat the finished design work was in accordanite the design
parameter used. The test result is shown in Table 1
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Fig. 2: Complete Circuit Diagram of a GSM Jammer

Table 1: Test result of device working voltag

SIN ITEM MEASURED EXPECTED VALUES
O MEASURED VALUES
1 Power Supply
(Input Voltage and 12.6V 12v
Input current) 2Amp 2Amp
2 LM 317T
(Input voltage, 12.6V 12v
Output voltage, Max Vv Vv
output current) 1.5Amp 1.5Amp
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7.3 Bill of Engineering Quantity
Table 2: Bill of Engineering Quantity

S/ COMPONENTS UNTI PRICE QUANTIT AMOUNT
NO (N) Y (N)
1 Resistor 5 11 55
2 Electroytic capacitor 40 3 120
3 Power dode 5 2 10
4 Voltage regulator (LM317T) 50 1 50
5 Ceramic capacitor 5 12 60
6 Transistor (C2750) 100 1 100
7 Transistor (BFQ34) 800 4 3,200
8 Power switches 40 1 40
9 Light emitting diodes (LED) 5 1 5
10 Inductor 100 8 800
11 Soldering iron 100 1 100
12 Jumper wires 50 1 50
13 Vero board 50 1 50
14 Zener diode 10 1 10
15 Casing (plastic) 500 1 500
16 Antenna 200 1 200
17 Battery case 50 2 50
18 Ceramic capacitor (pico farad 10 10 10
19 Battery 10 8 80
20 Ic socket 4 pin dual 10 1 10
TOTAL 5,500

8.0  Conclusion

In conclusion, the design of a GSM jammer was \&rgcessful, as the design device was able to tizatraobile
phone from receiving network operators. This dewvigegks in dual band. It jams both the GSM 900 aB60Lbands. The
device was able to jam the four well known GSM rwtnsignals of MTN, Airtel, Etisalat and Globacotrhe circuit cost
was N5,500 which is reasonably not very expensiegford.
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