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Abstract

Cryptography is a mathematical technique that plays an important role in
information security techniques for addressing authentication, interactive proofs, data
origination, sender/receiver identity, non-repudiation, secure computation, data integrity
and confidentiality, message integrity checking and digital signatures. In public key
cryptography, the security of private keys is very importance, for if ever compromised, it
can be used to decrypt secret messages. Conventional methods that use textual
passwords, graphical passwords and single modal biometric systems that are used to
encryption and protect private keys do not provide adequate security due to uses
password practices and the very low entropy of chosen passwords. To improve the
security of private keys, we propose a novel multifactor key generation algorithm that
dynamically regenerate the private key of a user with a significant high overhead that
exceeds what an identity attacker can contend with, that meet the current security
requirements of any public key algorithm. The proposed encryption algorithm proved to
be more secured at protecting private keys than using textual password-based
techniques.

1.0 Introduction

The goal of cryptography and encryption systenoisrhbed a secret with sensitive data in a wayddatonly be decrypted
with the right private key from the legitimate useBecause of the large size of a cryptographicstitpng key, it is not
possible for a user to remember the private keyeantdr each time it is required for a cryptogra@pelication. Instead, the
private key is usually stored encrypted with a ugersen password. Under usability studies howdirelings from earlier
studies on users’ textual password selection, teddhat users choose poor or weak textual passgar®]. Using a weak
password transforms the cryptographic algorithra mtveak one.

From research studies it is established that acaypgiassword should be 8-bit ASCIl characters (28664 bits, this
generates a key length of size 642.8x13*[3, 4]. But even this is not as good as it mighpear because the 128 possible
combinations of 8-bit per character are not equiitlgly; users usually do not use control charagteion-alphanumeric
characters or password with high entropy. For imttaa textual password of length n from a charaeeof size c, will have
a key length of sizegke= ' [5]. Users usually utilize passwords that are 8 tharacters long [6]. By increasing the lendth o
the password to 8 digits, a key length of 0100000000 is obtained, whereas keeping the $amgth but increasing the
allowed input characters to include all lowercagghabetic characters and digits yields a key length(26+10f =
2821109907456, which is larger.

To enhance the security of cryptographic keys, rofmroaches exist which includes the use of bidmend graphical
passwords. However, a drawback of biometric-bgsestword and graphical password is the lengtheokélys that can be
generated. Monrose et al [7] proposed a cryptducagey from voice characteristics of a user, whielmerated a 46-bit key
length generated from a roughly two second spokassword. Feng and Wah [8] posited the idea of usindine
handwritten signatures for private key generatidmnctv can be used to generate a 160-bit key. Fadtiah[9] propose the
use of voice characteristics for generating a aggatphic key with a key size of 46-bit key. Haa &han [10] proposed an
on-line handwritten signature for private key geien which efficiently generates a 160-bit keyutldg et al [11] convert
fingerprint templates (minutiae data) into poistsiin 2D space, which implicitly hide a given stdeey of 128-bit length.
Graphical password generated keys is sometimes I[fh&¢ than that of textual passwords. For exanip®] yield 6561~
2" passwords. Déja Vu [5, 14] model yields a ke sif N/K!(N-K)! (Where N denotes total set of imemyand K subset
for authentication) which yields a 53130 key size with a search time less than 0.5 secfif]s Face model [16] has a

Corresponding author€E-mail: egwali@yahoo.com, Tel. +2347033247730
Journal of the Nigerian Association of Mathematical Physics Volume 19 (November, 2011487 — 492

487



Model for Improving the Security of Cryptographic Keys  Egwali A.O.  J of NAMP

key size of = 6.5 x 16. Man et al [17] password generated a key siz00t~ 1.0x13> which takes a little more than
40.5 days search time to compromise. However, feBErated a key size (Jl(‘fd) where N = 80 and N = 30, which yields a
key size of 2 with a search time more than 570, 776 years [15].

All the aforementioned techniques have a limitey lemgth, with 2°bits being the largest key produced. However, iolipu
key algorithms higher key lengths that exce&tbi®s are required to keep pace with current conjmutal power.

2.0Proposed Model
Using the concept of textual passwords, graphieabwords and fingerprint biometric models, we dgwvedl a multifactor
key generation algorithm (MKGA) and concentratedniyaon improving the different factors performandé®generating
private keys involves a registration and key regatien phase.

2.1 Registration Phase

The fingerprint image registration is carried osing a feature extractor and encryption softwareedrdesigned by [19],
which uses the orientation field of the ridge méphe fingerprint as a biometric feature denote®aslhe system interacts
with FingerAuth, an Add-on Extension for Mozillar&fox to derive minataeu datslui from the registered finger using the
software driver. We denote a legal useiusy user’s full name b¥ullname,the selected graphical password code§&pwgs,
the existing private key b¥INkey, user’s fingerprint byF;,, the system bysys,databaséyy Dbas, displayed fingerprint
window byFINw,, finger byF and fingerprint sensor device ly. These are the steps in the registration process:

0] Us enters full namé&ullnameand not less than ten diagonally selected grapimzme codesspasand submits
to Sys.
(i) Systhen

a. storesFullnameandGpasin the databasBbas

b. displays the fingerprint windowsINyy to retrieve user’s fingerptint data via an inputide vectoro.
(iii) Us presents fingeF to the input vectoro
(iv) Systhen

a. interacts with FingerAuth, an Add-on Extension ftozilla Firefox to derive-;,

b. acquireFINkey using the algorithm proposed in [19]

c. computeMui andO, from F;,, where:

O, = {E'r: 1< E'rf 180 degrees and<lr < 180}.
d. storeMui in Dbasyy.

e. for eachE'r € O, defineers, whereW =r = 180and form set P(1<i<41) consisting of seven successﬁle

rs

IE|rs= {E'ry E|ri q}lSqu! 1< V§(2b+ 1) (1)
whereb is the system parameter defining the number of®lahgles, which accommodagstolerance to errors.
f. define the seT containing thel; segments oFINkey i.e. T= {T, Ts,.......... , ki}, where every consecutive

T, € T is taken as a secret and awd) secret sharing system wharés the minimum number of shares
required to retrieve the secret adds the total number of shares. For our experimen®, andd=5 x

(2b+1)
g. compute random, collision free hasl@l;, using the following equation:
Hash,m = Hash (E!rs+ Hash(Gpas+ z)) (2)
Colly = fo(Hash:om u, §) (3)

whereHash,ngenerates 160-bit hashes (see equatiod&h is a function that useke SHA-1 algorithm to derive
160-bit random unique hashes, z is a public vaklected arbitrary for eveMy, Coll, maps the 160-bit hashes generated
into smaller collision free hashes, which are useithdex the secret sharesdefines the maximum range Gbll; and§is a
random seed value chosen for evafyo forestall collision in the values &fll,.
h. For eachFINkey segment, store the secret shares generated infetgove in Dbas using theColl;,
equivalent index pointer. Thus fdrshares offy, the first 5 x (B+1) Coll;, values will be used where,<1
W<5and I<v<(2b +1).
i. Encryptu values,
j-  Encrypt Dbag,; and Dbag with Gpasto derive EDbag, and EDbagrespectively and store.

2.2 Key Regeneration Phase
Only legitimate users can regenerate private kéylsten fingers of a user can be regenerated @ivate key (i.e-1Nkey,,
... , FINKkey,q) andcan be used with the public key for authenticatibime steps in key regeneration are as follows:
0] Us enterd-ullnameand not less than ten diagonally selected grapim@zme codes&pasto Sys
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(i) Us submitsFullnameandGpasto Sysby clicking the ‘Register’ command button
(iii) Syghen
a. storesFullnameandGpasin Dbas
b. displays the fingerprint windowsl Ny, to retrieve user’s fingerptint data via an inputide vector o.
(iv) Us presents fingeF to the input vectoro
(v) Systhen
a. interacts with FingerAuth, an Add-on Extension fdozilla Firefox to deriveF;, and Mui using the
algorithm proposed in [19] to acquilré Nkey.
b. reads from the files EDbgg and EDbas
k. decrypt EDbag, with Gpas
[.  computeO; fromF;,, where:

Oy= {E'r: 1< Er <180 degrees and<lm< 180}.

m. for eache'r = O, defineegs, whereW = r = 180and form groups iR 1<i<36) consisting of five successive
Ors.
O=(%-1.5.8 + 1), 15x<3 (4)
n. calculateHashey = Hash (EIS+ Hash(Gpas+ z)) (5)
CO”reg: fo (HashegNr u, 8) (6)
0. compute the segments BNkeyusing polynomial interpolation. Each segment secret is

considered valid if after calculating three secretsy two secrets calculated withﬁ]JS matches and
produces the same secret value. For reg = valiglaxpressed as:

Hashegy — Hashan

Collegn = Collyan
The regenerated private key 0f is then formed by the concatenation of the segménts Tzs andcan be used with the
public key for authentication.

3.0 Security Analysis

Design structure of the MKGA is a novel one becatseorporates the unique characteristics of biegd image codes and
fingerprint biometric. When compared with the comi@nal alphanumeric password model, MKGA offersrensecurity in
an on-line attack because to compromise the sytitenattacker has to generate the legitimate useliisame, graphical
image codes and fingerprint and to dynamically negate the private key. In an off-line attack, Stassumed that the
attacker captures the login registry files and thees them in an off-line effort to regeneratepheate key.

In an off-line attack, we assume the attacker leenkable to access the filEBbag,,; and EDbag. from the registry files
and have by some means decrypted the files tevetthe filesDbas,,; and Dbas. However, becausBbas,, contains
only theMui of U, no information ofFINkey will be revealed. Also if the attacker decidesiploit Dbas.for an offline
attack and recreate the private key, the attackeitt make a choice on five authentic shares flbtheshares ibbagto
create a distinct segment of the private key. Amaheck the secret authenticity, the attacker naegsnimum of seven
authentic shares. To generate the right key, tlaelar needs to execute 41! Permutations and dard/e& 13° number of
iterations and in each iteration concatenate theetin the exact order.

A brute force attack of this nature is very timasoming and the search will be inexhaustible. Retaince, an analysis of
the number of keys possible with various textuadspaord lengths using the best character set camtstravhich is 8-bit
ASCII characters (256) (contrasting lowercase fst{@6), lowercase letters/digits (36), all alphaeuic characters (62),
printable characters (95), 7-bit ASCII charactdr28))) revealed that at 1 million keys/second, ttrant of time to search
all possible keys of a six character password dgieél2.8x1&" number of iterations at 8.9 years, seven chargzssword
yielded 7.2x1€° number of iterations at 2,283 years, eight charagéssword yielded 1.8xibnumber of iterations at
570,776 years and even a twenty character passyieldked 1.4x16° number of iterations at an almost inexhaustiblestim
frame [15]. This is a significant high overheadt lsustill not comparable with what the attackes & contend with for the
derived key size of 3.3 x 10

4.0  Testing Framework
In the system performance testing experiment, wpl@yed a modified testing methodology similar tattiproposed by
Phillips, et al [20, 21]. The framework which wagended to accommodate a multifactor authenticati@iem involves the
following seven steps:
a. Factoid SelectionCollect two sample sets from all authenticatioctdas (i.e. in this case, graphical password via
alphanumeric codes and fingerprint biometric codesjet a target seT] and a query sef). T contains the set of
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5.0

b.

credentials known to the system whilecontains the set of credentials that are to be epetpagainst the target
set. Separate instances of graphical passwordiplim@umeric codes and fingerprint biometric codesused for
users in both sets. For practical tests the inttise of any of these two sets should not be rinltead the
intersection of any of these two sets containsuegs to be found in the database.

Score Allocation For each pair of query and target sets from ath@ntication factors obtain a similarity score
matrix whose size is query set size by targetiget $he score for graphical passwords and fingarjiometric
codes is a similarity score.

Score ExtractionGallery and probe subsets are extracted frontatget/query similarity matrix, respectively, to
perform “virtual” experiments on a subset of thepplation, where a gallery is any arbitrary subgahe target set
and the probe is any arbitrary subset of the gaety

Steps 1-3 are repeated for each factor.

Data Operation The similarity matrices from step 2 is assembie align; this includes converting data to a
common format, forming subsets to obtain matrideth® same size, and mating each data to credteratual
subjects. The result is a set of similarity masiogequal size representing match-score data &edrsubjects in a
common format convenient for processing.

Score NormalizationNormalize the assembled similarity matrices t@am@mon number range without reducing the
dimensionality of the data.

Score Fusion:Fuse the set of normalized similarity matrices iatasingle fusion similarity matrix. A fusion
function, f(x1,...xn),defines a mapping from-space where each factor represents one ofrtltémensions, into a
single fused dimension. A threshold divides thiggerinto aracceptandrejectpart. Operationally, the threshold or
boundary is derived from an estimate of the Recedperating Characteristic (ROC) curve developestép 8.
Performance Statistic®erformance Statistics for verification are cotegufrom the genuine and imposter scores.
Genuine scores are those that result from compasi@gents in the target and query sets of the sarmgect.
Imposter scores are those resulting from compasisdifferent subjects. Use each fusion scorethseshold and
compute the false-accept rate (FAR) and falseteme (FRR) by selecting those imposter scoresgandine
scores, respectively, on the wrong side of thisghold and divide by the total number of scoresl us¢he test. A
mapping table of the threshold values and the spoeding error rates (FAR and FRR) are stored. The
complement of the FRR (1 — FRR) is the genuine @ecde (GAR). The GAR and the FAR are plotted agai
each other to yield a ROC curve, a common systerfonpeance measure. In practice, one chooses aedesir
operational point on the ROC curve and uses the BAlRat point to determine the corresponding thoés from
the mapping table.

Experimental Results

Based on steps a-e, the database consisted oih5Ratituated users. For the graphical passworditage set comprised of
15 x 15 single unique images. To create a grapp&ssword, a minimum of 6 images and a maximurhOoimages were
selected. Users choose any of the choices of images their preference. For the fingerprint ragistn the SeCugen
scanner was used and each finger of choice neduks I&ft in the fingerprint sensor device for tlystem to scan the finger
four times in order for the registration to be blthed.

In the first login phase, the users were askeépeat the operation three subsequent times aearibaerval of 1 week for the
first two logins and 2 weeks for the second twoidegunder supervised conditions. The initial logiaphical password
scores was used as the target set known to thensyshile the subsequent login scores became thy gee of subjects to
be compared against the target set. Using the kbgin scores as the application query scorespbtained a match-score.
From the fingerprints scanned, each fingerprintftbe test set (T) is tested with the same fingetfrom the target set (Q)
(three different capture prints of the same fingewhich any can be stored in the database) amd tasgenerate scores. The
system matches between two fingerprints and commphi Euclidean Distance. From these, 13 gallady@obe subsets
were selected respectively to perform the ‘vireegberimentations.

To normalize scores, the min-max score normalirat@Thnique was utilized because it is suitablenae bounds of the
scores produced are known. The assembled similarétlyices scores were normalize to a common numareye without
reducing the dimensionality of the data. The mirkmarmalized score for the test scggds given by

Sk= Sc—=min({S$h

max({$}) — min({S}), where {S} ={Su, S, ... R} ("
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ss; denote th¢" matching score output by tilBfactor, wherd = 1, 2, ... fandj=1, 2, ...,g (fis the number of factors and
g is the number of scores available in the set). tl® graphical password similarity scores, normiadj the scores derive the
same set of initial scores. While for the fing@mpscores after normalizing the scores, next tto¥es are transformed into
similarity scores by subtracting the normalizedredoom 1.

To fuse the set of normalized similarity matricetia single fusion similarity matrix, a fusion fion, f(x1,...xn), defined
mapping from n-space, where each factor represamtedf the n dimensions to a single fused dimensibhe simple sum
rule, which generally performs well over the rang@ormalization technique, was applied at stepadj.[

The performance statistics for verification reveladevery high genuine acceptance rate for legigmesers and illegitimate

users were rejected.
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Figure 2: Genuine Acceptance Rate

Figure 2 shows the results obtained using the genfimgerprint similarity score for different shadangles. This resulted
in a 100% genuine acceptance rate, which is theptmment of the FRR (1 — FRR). And as the genutweptance rate
increases, the false acceptance rate reduces.’ OEtentials were never the same because Mi&GAIrately distinguishes
them via the random seed value, unique charadtsrist graphical image codes and fingerprint biagroeT his facilitates the
regeneration of an invariable key value for a ietite user.
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