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Abstract

Cyber crime is a recurrent phenomenon on the internet despite various preventive
measures towards these activities. As web servers develop means to protect their data
and/or services, hackers are improving everyday on their skills to break these measures. It
isin light of this that we developed a model that demonstrates how to best safeguard log
information so that when such cyber crime takes place, there can be a way to track such
criminals even when they succeed. It also shows how we can better protect our log
information from unauthorized users of the system so that as accesses are made,
protection and avoidance mechanisms can be enforced.
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1. Introduction

Simple Object Access Protocol (SOAP) was develdpeiicrosoft, DevelopMentor, and Userland Softwarel proposed
as an XML protocol to the World Wide Web Consortigtd3C). The name reflected the idea that SOAP wdnddused to
express serialized object graphs, enabling objeettied systems to perform functions such as remobeedure calls while
preserving objects and their relations. Howeveth@eWW3C's latest working draft (version 1.2), SO#d¢eame the name and is no
longer an acronym. This reflects a shift in thirkabout SOAP from a serialization framework foremtjoriented systems to a
more general XML-based messaging paradigm, wherengssages do not necessarily contain objj8Lts

SOAP is a simple, flexible and extendible mechanismexchanging structured data, primarily desigf@dproviding an
RPC (Remote Procedure Call) mechanism on top ofvilely used internet standards of XML (Extensiblarkup Language)
and HTTP (Hypertext Transfer Protocol) [5].

Furthermore, according to [4], SOAP is both languand platform independent and can easily get drduewalls. It
defines a set of rules for structuring messages dha be used for simple one-way messaging butitcplarly useful for
performing RPC-style (Remote Procedure Call) reguesponse dialogues. It is not tied to any paldictransport protocol,
though HTTP is popular, nor is it tied to any partar operating system or programming languagdeorétically the clients and
servers in these dialogues can be running on aatjopin and written in any language as long as ttayy formulate and
understand SOAP messages. As such it is an impadotgitding block for developing distributed applias that exploit
functionality published as services over an inttamehe internet

Web services are application components whose ituradity and interfaces are exposed to potentigraighrough the
application of existing and emerging web technolaggndards including XML, SOAP, WSDL and HTTP. lantrast to
websites, browser-based interactions or platforpeddent technologies, web services are inter-cognérvices via defined
formats and protocols, in a platform independeutlanguage neutral manner.

SOAP is rapidly becoming the standard for buildimgb services and connecting disparate systemsldonsely coupled
fashion with complete platform independence. Howeseme of the features that make SOAP attractiveh as its flexibility
and its compatibility with HTTP, also provide opherities for security breaches [3]. Again, becansesecurity is required in
HTTP, XML, or SOAP, it is a pretty simple bet thhtferent people will burgle any embedded securitdifferent ways, leading
to different holes on different implementations./A®0is going to open up a whole new avenue for sgoulnerabilities [1].

Moreover, ensuring the security of web servicesugh a comprehensive security model is criticdldth organizations and
their customers. Unrestricted access and lack cfualit trail results in increased threat to thednity and confidentiality of a
business. The current web services standards #vat &ichieved industry consensus (SOAP, UDDI and WS@Il built on a
foundation of XML) do not offer any specific proidss for security [6].

Hence, in this research our security model dematestrhow we can better protect our log informafrom unauthorized
users of the system.
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Objective of study
The objective of this study is to develop a prgpetynodel (payroll system software model) that ddimonstrate how to better
enhance the security requirements of SOAP messagpwre efficient service delivery.

Significance of study

There are several security measures in place torersafe operations on the internet. Despite thesasures, we still have
internet crimes, like the “yahoo yahoo guys”, hackdf web servers, infecting of systems with visised worms, the list is
endless. Even when these crimes are committedhd#fe go free without being detected. Thereforis, wlork presents a better
way to ensure the security of log information oa ithternet.

2. THEORETICAL MODEL
Analysis of the security requirements adopted by eésting system requirements (IBM commercial server)

Authentication

Authentication is the process of verifying thatrgser applications are who they claim to be. Ther @aithentication process is
always performed under secured socket layer (SBii$. ensures that a third party using network-smffprograms cannot snoop
on the network when a user submits a password [2].

Authorization
Authorization is the process of determining whetheuser can perform a specific operation on a resotAuthorization is
determined from the access control policies govertine server [2].

Access Control Policies

An access control policy is a rule that describ&gctv group of users is authorized to perform paldic activities on your site.
These activities can range from registration, tonaging auctions, to updating the product catalog, granting approvals on
orders, as well as any of the hundreds of othéviaes that are required to operate and maintaie-@ommerce site [2].

Audit trail

In computing, an audit trail is used to refer teotlonic or paper logs that are used to track ceenmactivity. For example, an

employee might have access to a portion of a catparetwork such as account receivable, but map@&etuthorized to access
other portions of the system, such as payrolhdt Employee attempts to access an unauthorizédrséy typing in passwords,

this improper activity is recorded in the audifltf2].

Confidentiality
Confidentiality is the process of protecting samsiinformation from being deciphered by unintendecipients. Confidentiality
is required when sensitive information flows frone tuser's browser to the server and back fromahesto the user's browser

[2].

Dataflow diagram of Soap request/response

Imagine we have a very simple corporate databagéntids a table specifying employee id number,enand telephone number.
You want to offer a service that enables otheresyistin your company or in a unit to do a lookughos data. The service should
return a name and telephone number (a two elemexyt af strings) for a given employee id number if@rger). Here is a Java-
style prototype for the service:

String[] getEmployeeDetails (int employeeNumber);

The SOAP developer's approach to such a problam écapsulate the database request logic forethéce in a method (or
function) in C or VB or Java etc, then set up acpss that listens for requests to the service; seapnests being in SOAP format
and containing the service name and any requireshpeters. As mentioned, the transport layer mighHB TP though it could
just as easily be SMTP or something else. Nowlistener process, which for simplicity is typicallyitten in the same language
as the service method, decodes the incoming SO&irest and transforms it into an invocation of thethod. It then takes the
result of the method call, encodes it into a SOAEssage (response) and sends it back to the regqu€steceptually, this
arrangement looks like this: see Fig. 1.
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Fig 1: Conceptual view of SOAP operatiof®urce:[4])

While there are many different specific architeetupossible for implementing this arrangementtterpurposes of illustration
we will summarise one specific possibility.

The developer writes the service method in Javacamhects to the database using an Oracle implati@mtof JDBC. The
listener process is a Java Servlet running withBeavlet Engine such as Tomcat. The servlet hassadp some Java classes
capable of decoding and encoding SOAP messagds ésupache SOAP for Java) and is listening fos¢hmessages as an
HTTP POST. The transport is HTTP over TCP/IP. Thentis an excel spreadsheet. It uses a VB Madrizlwin turn exploits
the Microsoft SOAP Toolkit to encode a SOAP requesd decode the response received. Here is a stibeshavhat that
specific implementation looks like: see Fig 2.
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Fig 2: Schematic view of SOAP operatiof8urce: [29])
The client side of the VB Macro relies on both Mierosoft SOAP Toolkit (the SOAP DLLs) and a HTTR@ector interface.

Such HTTP Connector DLLs are typically alreadyafistl as a part of Internet Explorer. On the sesige you will notice that
the SOAP package relies on some XML Parser to faesSOAP messages.
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Weakness of existing SOAP security requirements
The current security requirements suffer from tlkfving:

a. For audit purpose, cyber criminals may decidal$o clear their activities or modify it therebynepromising the audit
record.

b. Because SOAP is stateless, cookie is used mifilevery user. A criminal can also hijack a sesdrom a particular
user and commit a crime, thereby leaving the regoedcompromised state.

C. HTTP is a stateless protocol; it does not maintaer information in a persistent way, so it aflesuser to pass his user
id and password for every new session with theese[v]

d. The password sent to the server over the nktisarot encrypted, so it can be hacked by anyodenaisused [7].

e. For server-side implementation, it always lookshe text file for username and password vetiiiza It is very slow
when it needs to check a very large set of datatithately affects the system's performance [7].

f. This model uses text files to store the authwatiton information. This is one of the limitatiookthe basic authentication

model that applies here also. The server taked afltime to verify the user name and password. alternative
mechanism is to use a database to store and eetismrnames and passwords [7].

Requirements Specifications of the Prototype Model

The design is to address security concern of se$dgjacking and audit trail records, so that theaa be effective auditing in
case of any cyber crime of any kind. Even if a erilm committed, it can be detected and such peroesr detected and
prosecuted.

We adopted a prototype approach for the desigriraptémentation of our proposed security model. $y&em consists of
a client or user interface and a database whichimtagrated in such a way that the client can acties database from the
interface. The client must have access to a PC @iittphical User Interface (GUI) capability to ereatiie usage of the software.
Microsoft Access 2007 software database was useldold all employees records for the demonstratibhe model has
administrator as well as users’ access. The adiratis has unlimited access to all menus and cordmamhereas other users
have limited functionality. The administrator coimrates expansion of the database when it beconuessery or when the need
arises.

The proposed system model was implemented to leefplement the existing security requirements ofwiled server. The
system model, if adopted by the W3C would helphim énforcement of an additional security requirem&he additional field
involves an authenticated log (or cookies) accegmévent undue tampering of the system log or ieotikenable for effective
auditing of the system tray. If a client fails tgpply the right username and password after thiteenats, the service shuts down.
The system records all clients’ activities on tleever and if there be any form of hijacking, itako recorded and given a
password to prevent any hijacker from tamperindpwhe log information.

Visual Basic 6.0 for Windows was used to develapdistem which was used to demonstrate the secagtyrements. MS
Access was used to design the database that veagatdd or linked with the VB6 forms. VB6 was usediesign all forms and
codings of the forms for effective and efficientfpemance. Program codes are available on request.

3. RESULTS AND DISCUSSIONS

The model was designed and implemented in VisualdBrogramming Language. This model which is aéla8ystem (The
model is shown in figures 3 and 4 below) was desigwith some security functionalities to explainatvsecurity requirement
are to be embedded into the soap security requiteribe prototype model involves the enforcemenarfadditional security
requirement. The additional field involves an auatimted log (or cookies) access to foil unwarrdrampering of the system
log to facilitate effective auditing of the systeray. Once launched an authentication is needeghito access into the system.
This authentication has three attempts for a pdaticuser to supply the right username and passvedter which the system
shuts down itself. Audit trail is the main featuadghis system. This system thus follow the atwditl left by a perpetrator since
the system records all clients’ activities on thever and if there be any form of fraudulent atfacis recorded in the activity log
and a password is given, to prevent any hijacl@nftampering with the log information, thereby nmakit worthy for the audit
tray.
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form

Fig 3: Payroll System software model
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Fig 4: Dataflow diagram of the model
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CONCLUSION

The potential exists for SOAP to allow one to getvary dynamic web services highly customized ® gpecific needs of each
individual. However, this new opportunity comeshwiihe challenge of being able to consistently mieiexibility without
compromising security. Meeting the challenges ausigy requires knowing what the security needs pridrities are, what
technologies can be used to achieve them, and abllpteinking clearly about your system's weakesg24].

A payroll system model was designed and implemestettessfully. The model was to complement thertsffof the existing
security requirements by adding an additional ggcto the audit record. This model can be impletedreasily. There were no
changes to the existing security requirementsgrathelps strengthen the existing security rezqaients of the system and helps
in apprehending a criminal even when he/she susdedtie criminal activity.
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