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Abstract 

 
Many choices exist for authenticating users into secure computing systems, yet users continue to lose 

confidence in the services of online and offline systems because of the increasing activities of identity 
attackers to circumvent in-built authentication models. Researchers and security experts are becoming 
uncertain in their opinion of what actually constitute the characteristic metrics that should be evident in 
invulnerable authentication models. In this work, we derive the universal characteristic metrics set for 
authentication models based on security, usability and design issues.  We then compute the probability of the 
occurrence of each characteristic metrics in some single factor and multifactor authentication models in 
order to determine the effectiveness of these models. Our result show that single factor models do not have 
enough strength to counter identity attacks., for our findings revealed that textual passwords had efficiency 
of 30.0%, graphical passwords (63.3%), tokens (43.3%) and biometric systems (90.0%).  Conversely, 
multifactor models proved to be more efficient and offer a more robust characteristic metric and by adding 
two unique characteristic metrics: reusability and randomization, we proffer an authentication solution, 
HUn3

I, which is 6.7% more effective. Using Bayes' theorem, we verify that authenticating users with HUn3
I 

reduces the chances of false positivity by 0.7%. 
 

 
1. Introduction: 
Authentication in computer security is the process of attempting to verify the digital identity of the sender of a communication 
such as a request to log in. The sender or principal being authenticated may be a user operating a computer, a computer itself or a 
computer program. Security practitioners and researchers have made strides in protecting systems; and correspondingly user 
identities or credentials by postulating several techniques to counter identity attacks. Current authentication techniques can be 
divided into three main areas: knowledge-based authentication techniques i.e. something the user knows, which include textual 
passwords, pass phrase, mnemonic password, personal identification number (PIN) and graphical passwords; token-based 
authentication techniques i.e. something the user have, which include cards and tokens;  and biometric-based authentication 
techniques i.e. something the user is, which include voice, fingerprints, gait and keystroke. The aforementioned techniques can be 
based on single factor models i.e. passwords, two-factor models i.e. passwords and tokens or multifactor models i.e. textual 
passwords, graphical passwords and tokens.   
Several securities, usability and design challenges emanate from the deployment of authentication models (AM) and hence a 
number of characteristics metrics have been used to evaluate the capabilities of AM. In analyzing design and implementation 
issues, credentials reusability and decoupling was submitted by [1].  Ian et al [2] asserted that usability and the memorability 
ability which affect the efficiency of inputs are two key human factors criteria from which graphical passwords can be analysed, 
that is, how the user chooses and encodes the password and what task the user does when retrieving the password.  Suo et al [3] 
proposed five measuring metrics, security, usability, reliability, storage and communication.  Monrose et al [4] postulated 
security, key generation and usability.  Brostoff and Sasse [5] affirm to the fact that apart from security, graphical password 
development has partly been geared towards memorability. This idea was also supported by [6,7]. Norman [8] posited that user 
satisfaction should also be a measuring metrics.  Jain et al [9] proposed nine metrics, which are performance, acceptability, 
circumvention resistance, cost-effectiveness, universality, uniqueness, permanence, collectability and distinctiveness. 
Scheuermann et al [10] and Biometric Technology [11] affirmed unanimously that a practical biometric system should meet the 
specified recognition accuracy and speed, and should be harmless to the users and be sufficiently robust to various fraudulent 
methods and attacks to the system.  
To evaluate an AM performance probability with a high level of accuracy, we ascertain what actually constitute the universal 
characteristic metrics that should act as a benchmark for determining the effectiveness of AM against identity attackers. The fact 
is that an AM with a robust characteristic metric database will offer a better and an all-end solution to identity attacks [12].   The 
benefit is that the efficiency rate of AM can be determined before deployment and the ratio of accuracy rates to false positives can 
be analyzed before adoption. 
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 2.0 Authentication Models Characteristics Metrics  

Most authentication models designed to counter identity attacks fails because these models depend on a subset of the 
entire characteristics metrics affecting AM deployment. For example, textual passwords T under knowledge-based authentication 
techniques is tilted more towards design issues for it positively addresses the following characteristics metrics: efficiency (ECY

T), 
simple training (TS

T), easy to create (EC
T), collectability (CT), performance (PF

T), acceptability (ACC
T), cost effectiveness (CE

T), 
portability (PY

T) and scalability (ST).  
Mathematically, T can be defined as the function of nine characteristics metrics, which can be represented as:    
 

T = f(ECY
T, TS

T, EC
T, CT, PF

T, ACC
T, CE

T, PY
T, ST)    (1) 

 
From initial analysis on graphical password [13, 14, 15, 16], it is evident that graphical passwords strength depends on 

its usability characteristics, which also include good memorability features. Graphical passwords G addresses: Brute Force Attack 
Resistance (RBF), Dictionary Attack Resistance (RDA), Nice Interface (NI), Easy to Memoralize (EM), Meaningful (M), Training 
Simple (TS), Easy to Use (EU), Easy to Create (EC), Easy to Learn (EL), Conveyable Image (CI), Effectiveness (EFF), Replay 
Resistance (RR), Efficiency (ECY), Collectability (C), Performance (PF), Acceptability(ACC), Cost Effectiveness (CE), Portability 
(PY) and Scalability (S).  These nineteen characteristic metrics are mathematically represented as: 

 
G = f(RBF

 , RDA
 , NI

 , EM
 , M , TS

 , EU
 , EC

 , EL
 , CI

 , EFF
 , RR, ECY

 , C , PF
 , ACC

 , CE
 , PY

 , S )    (2) 
 

Token-based authentication techniques have the capabilities to tackle efficiently the following thirteen characteristics: 
Acceptability (ACC

TS), Cost Effectiveness (CE
TS), Performance (PF

TS), Meaningful (MTS), Training Simple (TS
TS), Easy to Use 

(EU
TS), Easy to Create (EC

TS), Collectability (CTS), Easy to Learn (EL
TS), Challenge Response (CR

TS), Effectiveness (EFF
TS), 

Efficiency (ECY
TS) and Scalability (STS) [17, 18]).  Token-based systems TS can be defined as (3):   

 
TS =f(ACC

TS, CE
TS, PF

TS, MTS, TS
TS, EU

TS, EC
TS, CTS, EL

TS, CR
TS, EFF

TS, ECY
TS , STS)  

 
The strength of Biometric-based Systems depends on their ability to address effectively security, usability and design 

issues [19, 20]. This makes biometric models B a function of the following twenty-seven characteristics metrics: Brute Force 
Attack Resistance (RBF), Dictionary Attack Resistance (RDA), Shoulder Surfing Resistance (RSS), Spyware Resistance (RS), 
Guessibility Resistance (G), Social Engineering Resistance (RSE), Nice Interface (NI), Easy to Memoralize (EM), Meaningful (M), 
Training Simple (TS), Easy to Use (EU), Easy to Create (EC), Easy to Learn (EL), Challenge Response (CR), Conveyable Image 
(CI), Effectiveness (EFF), Efficiency (ECY), Universality (U), Uniqueness (UQ), Permanence (P), Collectability (C), Performance 
(PF), Acceptability(ACC), Cost Effectiveness (CE), Distinctiveness (D), Portability (PY) and Scalability (S).  Therefore biometric 
systems are a function of the following: 

 
B = f(RBF

 B,RDA
B,RSS

B,RS
B,GB,RSE

B,NI
B,EM

 B,MB,TS
B, EU

B, EC
B, EL

B, CR
B, CI

B, EFF
B, ECY

B, UB, UQ
B, PB, CB, PF

B, ACC
B, CE

B, DB, PY
B, SB)    

            (4) 
To establish the best choice of authentication factors to employ that will prolifically and inclusively counter identity 

attackers’ techniques; we assemble the inclusive characteristics metrics Cset of T, G, TS, and B via union derivative based on the 
security, usability and design analysis. This yields the following collective sixty-eight characteristic metrics: 

 
Cset  = T � � � �� � � � f(ECY

T, TS
T, EC

T, CT, PF
T, ACC

T, CE
T, PY

T, ST, RBF
 , RDA

 , NI
 , EM

 , M , TS
 , EU

 , EC
 , EL

 , CI
 , EFF

 , RR, 
ECY

 , C , PF
 , ACC

 , CE
 , PY

 , S , ACC
TS, CE

TS, PF
TS, MTS, TS

TS, EU
TS, EC

TS, CTS, EL
TS, CR

TS, EFF
TS, ECY

TS , STS, RBF
B, RDA

B, RSS
B,RS

B,GB, 
RSE

B, NI
B, EM

B,MB,TS
B, EU

B, EC
B, EL

B, CR
B,CI

B, EFF
B, ECY

B, UB,UQ
B, PB, CB, PF

B, ACC
B, CE

B, DB, PY
B, SB)   

           (5) 

3.0 Concept of Exclusivity  
The concept of exclusivity represented as Ex in this context denotes that characteristic metrics are not redefined in every 

cases of occurrence.  For example by applying the concept of exclusivity in which characteristics metrics are not repeated to 
equation 5, we derive the following twenty-eight characteristics set of equation 6, defined as:  
Exclusivity of Cset  = Ex(Cset )= f(RSS

B, RS
B, RSE

B, UB, UQ
B , PB DB, GB, RR, EU

 , EL
 , M , NI

 , ECY
 , EC

 , TS
 , CI

 , ACC
 , EFF

 , C , PF
 , RBF

 , 
CE

 , S , PY
 , EM

 , RDA
 , CR

B)          (6) 
Where exclusivity Ex is with the inference that in all cases of the four models: T, G, TS, and B, EU

  ≡ EU
B ≡ EU

TS, EL
  
≡ 

EL
B
≡ EL

TS, M 
≡MB ≡ MTS, NI

  ≡ NI
B , ECY ≡ ECY

T  ECY
B ≡ ECY

TS, EC
  ≡ EC

T 
≡ EC

B ≡ EC
TS, TS

 
≡ TS

T 
≡ TS

B ≡ TS
TS,  CI ≡ CI

B, ACC
  

ACC
T
≡ ACC

B  ACC
TS, EFF ≡ EFF

B ≡ EFF
TS,C ≡ CB ≡ CT ≡ CTS, PF ≡ PF

T ≡ PF
B ≡ PF

TS, RBF ≡ RBF
B, CE ≡ CE

B ≡ CE
T ≡ CE

TS, S ≡ ST 
SB ≡  STS, PY ≡ PY

T ≡ PY
B, EM

  ≡ EM
 B

, RDA ≡ RDA
B and CR

B 
≡ CR

TS 
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Despite the comprehensive nature of Ex(Cset), it is deficient of two unique characteristics metrics that should also add as 
a measure for an effective authentication model, these are reusability (RUSE) and randomization (RM). We therefore introduce a 
more inclusive nature of ExCset by introducing INset, which includes RUSE and RM, defined thus: 

INset = f(RSS
B, RS

B, RSE
B, UB, UQ

B , PB DB, GB, RR, EU
 , EL

 , M , NI
 , ECY

 , EC
 , TS

 , CI
 , ACC

 , EFF
 , C, PF

 , RBF
 , CE

 , S , PY
 , EM

 , RDA
 , CR

B, 
RUSE, RM)          (7) 

 Using probability semantics, we next determine the level of efficiency of the individual authentication models under 
consideration.  

Probability of T is defined as:  

 

Similarly,  
P(G) = 0.633, with efficiency result 63.3%          (9) 
P(TS) = 4.33, with efficiency result 43.3%          (10) 
P(B) = 0.9, with efficiency result 90.0%          (11) 

The exclusive characteristic metric EX of T, G, TS, and B via intersection derivative is expressed as: 
EX = T ∩ G ∩ TS ∩ B = f(ECY

 , TS
 , EC

 , C , PF
 , ACC

 , CE
 , PY, S)    (12) 

Where   ECY ≡ ECY
T 
≡ ECY

G 
≡ ECY

B, TS
 
≡ TS

T
≡ TS

G ≡ TS
B, EC ≡ EC

T 
≡ EC

G 
≡ EC

B,  
C ≡CT 

≡ CG ≡ CB, PF ≡ PF
T ≡ PF

G ≡ PF
B, ACC

 
≡ ACC

T 
≡ ACC

G ≡ ACC
B,  

CE ≡ CE
T ≡ CE

G ≡ CE
B and S ≡ ST ≡ SG ≡ SB

.    
Equation 12 contains the principal characteristic metrics that should be evident in any authentication model. The drive 

then is to design more robust models that build on these principal characteristics. To increase efficiency level further, we must 
employ multifactor authentication models, which will increase the verify mode, performance, circumvention resistance and the 
reliability of decisions made by the systems [21].  We thus derive the effectiveness of the following classes of unions and their 
corresponding unions based on the exclusivity inference (see equations 13 – 32). 

 
Un1 = (T U G) =f(ECY

T, TS
T, EC

T, CT, PF
T, ACC

T, CE
T, PY

T, ST, RBF
 G, RDA

 G, RR
 G,  

NI
 G, EM

 G, M G, TS
 G, EU

 G, EC
 G, EL

 G,CI
 G, EFF

 G, ECY
 G, C G, PF

 G,  
ACC

 G, CE
 G, PY

 G, SG)                (13) 
 
Ex(Un1) = f(ECY

 ,TS, EC, C, PF, ACC, CE, PY, S, RBF
 , RDA

 , RR
 , NI

 , EM
 , M , EU, EL

 , CI, EFF)     (14) 
Probability of Ex(Un1) is defined as: P(ExUn1)=0.633, with efficiency result of 63.3%   
Similarly, for Un2 = (T U TS) =  f(ECY

T, TS
T, EC

T, CT, PF
T, ACC

T, CE
T, PY

T, ST, ACC
TS, CE

TS, PF
TS, MTS, TS

TS, EU
TS, EC

TS, CTS, EL
TS, 

CR
TS, EFF

TS, ECY
TS , STS)         (15) 

Ex(Un2) = f(ECY, TS, EC, C, PF, ACC, CE, PY, S, M,  EU, EL, CR, EFF)  (16) 
P(ExUn2) =   0. 467, with efficiency result of 46.7%   
 
Un3 = (T U B) =  f(ECY

T, TS
T, EC

T, CT, PF
T, ACC

T, CE
T, PY

T, ST, RBF
 B, RDA

B, RSS
B, RS

B, GB, RSE
B, NI

B, EM
 B, MB,TS

B, EU
B, EC

B, EL
B,  

CR
B, CI

B, EFF
B, ECY

B, UB, UQ
B, PB, CB, PF

B, ACC
B, CE

B, DB, PY
B, SB)        

            (17) 
ExUn3 = f(ECY, TS, EC, C, PF, ACC, CE, PY, S, RBF

 , RDA, RSS
B, RS

B, GB, RSE
B, NI, EM, M, EU, EL, CR, CI, EFF, UB, UQ

B, PB, DB)  
          (18) 

 P(ExUn3) =   0.9, with efficiency result of 90.0%    
 
Un4 = (G U TS) =f(RBF

 , RDA
 , RR

 , NI
 , EM

 , M , TS
 , EU

 , EC
 , EL

 , CI, EFF
 , ECY, C, PF, ACC, CE, PY

 , S, ACC
TS, CE

TS, PF
TS, MTS, TS

TS, 
EU

TS, EC
TS, CTS, EL

TS, CR
T, EFF

TS, ECY
TS, STS)        (19) 

ExUn4 = f(RBF
 , RDA, RR, NI, EM

 , M , TS
 , EU

 , EC
 , EL

 , CI
 , EFF

 , ECY, C, PF, ACC
 , CE, PY, S, CR

TS)    (20) 
P(ExUn4) =   0.667, with efficiency result of 66.7%    
 
Un5 = (G U B) = f(RBF

 , RDA
 , RR

 , NI
 , EM

 , M , TS
 , EU

 , EC
 , EL

 , CI
 , EFF

 , ECY
 , C , PF

 , ACC
 , CE

 , PY
 , S, RBF

 

B,RDA
B,RSS

B,RS
B,GB,RSE

B,NI
B,EM

 B,MB,TS
B, EU

B, EC
B, EL

B, CR
B, CI

B, EFF
B, ECY

B, UB, UQ
B, PB, CB, PF

B, ACC
B, CE

B, DB, PY
B, SB)  

                 (21) 
ExUn5 = (G U B) =  f(RBF, RDA

 , RR
 , NI

 , EM
 , M , TS

 , EU
 , EC

 , EL
 , CI

 , EFF
 , ECY

 , C , PF
 , ACC

 , CE
 , PY

 , S, RSS
B,RS

B,GB,RSE
B, CR

B, UB, 
UQ

B, PB, DB)              (22) 
P(ExUn5) = 0.933, with efficiency result of 93.3%   
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Un6 = (TS U B) = f(ACC

TS, CE
TS, PF

TS, MTS, TS
TS, EU

TS, EC
TS, CTS, EL

TS, CR
TS, EFF

TS, ECY
TS , STS, RBF

 B,RDA
B,RSS

B,RS
B,GB,RSE

B,NI
B,EM

 

B,MB,TS
B, EU

B, EC
B, EL

B, CR
B, CI

B, EFF
B, ECY

B, UB, UQ
B, PB, CB, PF

B, ACC
B, CE

B, DB, PY
B, SB)    (23) 

ExUn6 = f(ACC, CE, PF, M, TS, EU, EC, C, EL, CR, EFF, ECY, S, RBF, RDA, RSS
B, RS

B,GB, RSE
B, NI

B,EM
 B, CI, U

B, UQ
B, PB, DB, PY)  

                (24) 
P(ExUn6) =  0.9, with efficiency result of 90.0%      
 
Un7 = (T U TS U G) = f(ECY

T, TS
T, EC

T, CT, PF
T, ACC

T, CE
T, PY

T, ST, ACC
TS, CE

TS, PF
TS, MTS, TS

TS, EU
TS, EC

TS, CTS, EL
TS, CR

TS, EFF
TS, 

ECY
TS , STS, RBF

 , RDA
 , RR

 , NI
 , EM

 , M , TS
 , EU

 , EC
 , EL

 , CI
 , EFF

 , ECY
 , C , PF

 , ACC
 , CE

 , PY
 , S)  

          (25) 
ExUn7 = f(ACC, ECY, CE, PY, C, CR

T, EFF, RBF, RDA, RR, NI, EM,M, TS, EU,EC, EL, CI, PF, S)      (26) 
P(ExUn7) = 0.667, with efficiency result of 66.7%    
 
Un8 = (T U TS U B) =  f(ECY

T, TS
T, EC

T, CT, PF
T, ACC

T, CE
T, PY

T, ST, ACC
TS, CE

TS, PF
TS, MTS, TS

TS, EU
TS, EC

TS, CTS, EL
TS, CR

TS, EFF
TS, 

ECY
TS , STS, RBF

 B, RDA
B, RSS

B, RS
B, GB, RSE

B, NI
B, EM

B,MB,TS
B, EU

B, EC
B, EL

B, CR
B, CI

B, EFF
B, ECY

B, UB, UQ
B, 

PB, CB, PF
B, ACC

B, CE
B, DB, PY

B, SB)         
         (27) 

ExUn8 =f(ECY, TS, EC, C, PF, ACC, CE, PY, S, M, EU, EL, RBF, RDA, RSS
B, RS

B, GB, RSE
B, NI, EM, CI, EFF, UB, UQ

B, PB, DB) 
            (28) 
P(ExUn8) = 0.867, with efficiency result of 86.7%    

 
Un9 = (B U TS U G) = f(RBF

 B,RDA
B,RSS

B,RS
B,GB,RSE

B,NI
B,EM

 B,MB,TS
B, EU

B, EC
B, EL

B, CR
B, CI

B, EFF
B, ECY

B, UB, UQ
B, PB, CB, PF

B, 
ACC

B, CE
B, DB, PY

B, SB, ACC
TS, CE

TS, PF
TS, MTS, TS

TS, EU
TS, EC

TS, CTS, EL
TS, CR

TS, EFF
TS, ECY

TS , STS, RBF
 , RDA

 , 
RR, NI

 , EM
 , M, TS

 , EU
 , EC

 , EL
 , CI

 , EFF, ECY
 , C, PF, ACC

 , CE
 , PY, S)     

          (29) 
ExUn9 = f(RBF

 , RDA
 , RR

 , NI
 , EM

 , M , TS
 , EU

 , EC
 , EL

 , CI
 , EFF

 , ECY
 , C , PF

 , ACC
 , CE

 , PY
 , S, RSS

B, RS
B, GB, RSE

B, CR
B, UB, UQ

B, PB, 
DB)         (30) 

P(ExUn9) =   0.933, with efficiency result of 93.3%   
 
Un10 = (B U T U G) =  f(RBF

 B,RDA
B,RSS

B,RS
B,GB,RSE

B,NI
B,EM

 B,MB,TS
B, EU

B, EC
B, EL

B, CR
B, CI

B, EFF
B, ECY

B, UB, UQ
B, PB, CB, PF

B, 
ACC

B, CE
B, DB, PY

B, SB, ECY
T, TS

T, EC
T, CT, PF

T, ACC
T, CE

T, PY
T, ST, RBF

 , RDA
 , RR

 , NI
 , EM

 , M , TS
 , EU

 , EC
 , 

EL
 , CI

 , EFF
 , ECY

 , C, PF
 , ACC

 , CE
 , PY

 , S)       (31) 
 
ExUn10 = f(RSS

B, RS
B, GB,RSE

B,CR
B, UB, UQ

B, PB, DB, RBF
 , RDA

 , RR
 , NI

 , EM
 , M , TS

 , EU
 , EC

 , EL
 , CI

 , EFF
 , ECY

 , C , PF
 , ACC

 , CE
 , PY

 , 
S)           (32) 

P(ExUn10) =  0.933, with efficiency result of 93.3%    
Table 1: Summary of Efficiency Level 

Models INset No of Metrics in Models Probability % of Efficiency 
T 30 9 0.3 30.0% 
G 30 19 0.633 63.3% 
TS 30 13 4.33 43.3% 
B 30 27 0.9 90.0% 

ExUn1 30 19 0.633 63.3% 
ExUn2 30 14 0.467 46.7% 
ExUn3 30 27 0.9 90.0% 
ExUn4 30 20 0.667 66.7% 
ExUn5 30 28 0.933 93.3% 
ExUn6 30 27 0.9 90.0% 
ExUn7 30 20 0.667 66.7% 
ExUn8 30 26 0.867 86.7% 
ExUn9 30 28 0.933 93.3% 
ExUn10 30 28 0.933 93.3% 
HUn3

I 30 30 100% 100% 

 

From table 1, it is evident that models ExUn5, ExUn9, and ExUn10, yielded the same optimum results at countering 
identity attacks. However, employing model ExUn9 will make the system very cumbersome, because it defies usability, from a 
practical perspective since users will be forced to use multiple devices for authentication (i.e. biometric systems and tokens), 
which is similar to merging all four single factor models.  Model ExUn5 makes a better choice than ExUn10 because it employs 
just two authenticating factors, and still maintains robustness. 
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Nonetheless, ExUn5 does not satisfy all the required characteristic metrics as postulated in the literature.  For example 
Reusability (RUSE) and Randomization (RM) are not incorporated.  Since we want a 100% efficient model over existing multifactor 
models of graphical password and biometric systems, we must integrate RUSE and RM..  Our proposed hybrid model is therefore 
defined as: 

 
HUn3

I = ExUn5 U RUSE U RM =  f(RBF, RDA
 , RR

 , NI
 , EM

 , M , TS
 , EU

 , EC
 , EL

 , CI
 , EFF

 , ECY
 , C , PF

 , ACC
 , CE

 , PY
 , S, 

RSS
B,RS

B,GB,RSE
B, CR

B, UB, UQ
B, PB, DB, RUSE, RM)      (33) 

 
P(HUn3

I) = 1.00, with efficiency result of 100.0%    
The probability of effectiveness of HUn3

I is therefore a 6.7% improvement over ExUn5. 
 
4.0 False positives  
 
To establish further the strength of HUn3

I over ExUn5, we used Bayes' theorem to determine the probability that a user 
authenticated as legitimate by ExUn5 is in fact a false positive. This is established by computing the probability that a model’s 
capability to exhibit a characteristic trait is false positive. Where:  

X represents the condition, in which a model incorporates RUSE and RM,  
Y represents the evidence of a positive authentication result.  
P(X) = Probability of the models population having RUSE and RM = 0.067  
P(Y/X) = Probability of the Model with RUSE and RM = P(HUn3

I) = 1.00 
P(Y/not X) = Probability of the  Model without RUSE and RM � P(ExUn5)  = 0.933 
The probability that a positive result is a false positive is obtained by computing:  

 

 

Hence the probability that a user authenticated by ExUn5 is a legitimate user is about 1 − 0.07 = 0.93, or 93%, while 7% 
of authenticated users will be false positive. 

 
5.0 Conclusion 
 
To design effective authentication models, researchers and security technologists concentrate on authentication factors that 
incorporate just a subset of the universal set of security characteristics. The probabilistic semantics of the different authentication 
model characteristic metrics, specifically, the likelihoods, naturally lead to the definitions of key authentication characteristic 
metrics that would enable AM to authenticate legitimate or illegitimate user’s probability with a superlative degree of precision. 
By means of Bayes’ probabilistic semantics we were able to provide evidence that the absence of a characteristic metric can affect 
the efficiency of an authentication model’s resistance to identity thefts and the probability that there will be some chances for 
illegitimate users to be authenticated as legitimate users. The authentication model parameterized with these characteristics can 
thus be used for making authentication decision by applying Bayesian inference.  Our effort is aimed at increasing the resources 
available to security analysts.  Policy makers will have enhanced information when developing identity counterattack measures. 
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